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Unmanned merchant vessels' prototypes are expected to come into operation within a few years. This revolu-
tionary shift in the shipping industry is feared to negatively impact the safety of maritime transportation.
Therefore, in order to support future designers of remotely operated merchant vessels system, we applied System-
Theoretic Process Analysis (STPA), identifying the most likely safety control structure of the analysed system and
investigating it. The aim was to suggest potential ways of increasing the system's safety and to assess the effec-
tiveness of such measures. Results indicate that the implementation of remotely-controlled merchant vessels and,

in a wider sense, unmanned ships, and ensuring their safety shall consist of executing various controls on reg-
ulatory, organisational and technical plains. Potential effectiveness is evaluated and some recommendations are
given on how to ensure the safety of such systems.

1. Introduction

As unmanned technologies' development gains momentum in various
domains, it is postulated that similar can also be achieved in marine
transportation. Herein, ships could be operated remotely from a shore
control centre or even proceed autonomously. Supporters of such a shift
argue that it would reduce shipping costs, environmental impact and
threats to humans working for the industry (Porathe, 2016), while some
more sceptical authors are of the opinion that the safety of maritime
transportation can be negatively affected (Wrobel et al., 2017). It is
therefore of utmost importance to ensure that such vessels at least do not
reduce the level of safety (Burmeister et al., 2014b). Besides technical
considerations and social controversies (Bitner et al., 2014), safety
became the most important issue to resolve.

Numerous research projects' reports or scientific papers have recently
been published in the field. Initially, only some basic ideas have been
developed and refined (Iijima and Hayashi, 1991; Rgdseth et al., 2013;
Rgdseth and Burmeister, 2012; Jalonen et al., 2017). Then, the concept
was developed and some safety issues have been addressed, including
those pertaining to unmanned ships' navigation (Johansen and Perez,
2016; Theunissen, 2014) and remote control (Man et al., 2015; Porathe
et al., 2014; Wahlstrom et al., 2015). As safety of unmanned navigation
remained in focus, there were attempts to utilise experience gained in
other domains (Wahlstrom et al., 2015) in order to assess it. Finally, there

were numerous attempts of identifying and quantifying hazards present
in this field (Burmeister et al., 2014b; Heikkila et al., 2017; Hogg and
Ghosh, 2016; Kretschmann et al., 2015a, 2015b; Rgdseth and Burmeister,
2015a; Rgdseth and Tjora, 2014a; Wrobel et al., 2016; Jalonen et al.,
2017). Security issues were considered as part of feasibility and safety
analysis and were also addressed separately (Dobryakova et al., 2015).
The conclusion of the above is that, in general, there is a potential within
unmanned vessels' technology to improve safety of transportation
(Kretschmann et al., 2015a), but more data is required and some issues
still require addressing in order to reduce the uncertainties (Burmeister
et al., 2014b; Wrobel et al., 2017).

Nevertheless, a reliability- and probability-based approach to safety
analysis as applied in afore-mentioned research is neither exhaustive nor
free of significant drawbacks. Such analyses can only be performed for
systems, reliability structure of which is known. For remotely controlled
vessels, their concepts of design are still being developed and the final
structure of the system remains uncertain, therefore it is impractical to
assess their safety in its reliability-based form (Leveson, 2011).
Furthermore, a great deal of systems' understanding and safety im-
provements originates from knowledge gained during actual operations
or even through accidents investigations (Mazaheri et al., 2015; Stoop
and Dekker, 2012). Since no quantitative or qualitative data is available
here, this approach cannot be applied.

Above considerations suggest that a different method of analysing the
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safety of remotely-controlled ships shall be applied. System-Theoretic
Process Analysis (STPA), a relatively new method of including safety in
system's design has recently emerged (Leveson, 2011, 2002). Rooted in
System-Theoretic Accident Model and Process (STAMP), it has been
applied in some innovative domains (Owens et al., 2008) including
maritime sector (Abrecht, 2016; Aps et al., 2015; Kwon, 2016). It is said
to better encompass and help mitigate some hazards that are specific to
modern, highly-automated and complex systems (Altabbakh et al., 2014;
Bjerga et al., 2016). However, a safety analysis based on a systemic
approach has not been applied to remotely-controlled shipping systems
to date, a gap this paper is intended to bridge.

Therefore, we apply STPA to assess the safety of a remotely
controlled, generic merchant vessel and provide future designers of such
systems with advice pertaining to which of its parts are likely to fail and
how. Furthermore, we suggest some measures to mitigate hazards and
qualitatively assess their potential effectiveness by applying a mitigation
potential analysis.

The paper consists of four Sections, the Introduction and Conclusions.
Firstly, the description of anticipated unmanned ships' systems layout is
given together with general assumptions and some considerations
regarding its impact on safety. Secondly, the method of safety analysis is
introduced, namely System-Theoretic Process Analysis (STPA). It is fol-
lowed by Section 3 describing the results of the study which are then
discussed in Section 4, together with brief assessment and communica-
tion of uncertainties. Last but not least, conclusions are drawn.

2. Remotely operated vessels' proof of concept

This Section introduces general considerations pertaining to un-
manned ship and their safety.

The reduction of merchant ships' crews progressed for some time
already with some of the vessels becoming technically and legally
acceptable to be operated by crews of eight or even less. This was an
effect of implementing new technologies, mainly in the engine depart-
ment (Bertram, 2002). It is postulated that further progress in this field
can lead to a complete elimination of the necessity to employ any
crewmembers on board. Most operational requirements as specified in
international conventions are in the form of functions to be performed
with only few of the rules specifically requiring that those functions shall
be performed by on-board crew members (AAWA, 2016; IMO, 2011).

It is anticipated that the overall design of such unmanned ships shall
be significantly different to those operated nowadays in many aspects
including hull design and propulsion arrangement (Grgtli et al., 2015).
However, the greatest and the most important difference will be that all
of her subsystems will be to a large extent controlled either remotely or in
an autonomous mode. The ship would traverse an open sea in ballast or
laden condition with no crew present on board. The system's basic
functions will be performed automatically without involving human
operators, who would be stationed in a so-called shore-based control
centre and capable of remotely supervising the vessel or taking over its
control using a dedicated satellite communication link. This would be
possible whenever the ship encounters a situation that for any reason
cannot be handled by the automated control system, or whenever
deemed necessary. By that, the vessels are anticipated to follow an
‘adjustable autonomy’ scheme depending on the condition of the ship
herself and the mission being executed. Particular levels of autonomy in
the maritime industry have been published by Lloyd's Register of Ship-
ping (LR, 2016) and are presented in Table 1 below.

Upon approaching the port of destination, a berthing (or ‘conning’)
crew might be required to board the ship by launch boat or helicopter in
order to bring her to the berth (Burmeister et al., 2014b), an arrangement
similar to this of maritime pilots boarding ocean-going vessels nowadays.
Since port manoeuvres are the most demanding part of passage (Ahmed
and Hasegawa, 2013), coastal states might be unwilling to allow un-
manned vessels to operate in their inland waters (Hooydonk, 2014;
Rgdseth and Burmeister, 2015a; Rgdseth and Tjora, 2014a, 2014b; Van
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Table 1
Ship autonomy levels, based on (LR, 2016).

Autonomy
level

Description

AL-0 No autonomous function — all decision making is performed
manually, i.e. a human controls all actions at the ship level.
On-ship decision support — all actions at the ship level are taken by a
human operator, but a decision support tool can present options or
otherwise influence the actions chosen, for example DP Capability
plots and route planning.

On and off-ship decision support — all actions at the ship level taken
by human operator on board the vessel, but decision support tool
can present options or otherwise influence the actions chosen. Data
may be provided by systems on or off the ship, for example DP
capability plots, OEM recommendations, weather routing.

‘Active’ human in the loop — decision and actions at the ship level
are performed autonomously with human supervision. High-impact
decisions are implemented in a way to give human operators the
opportunity to intercede and over-ride them. Data may be provided
by systems on or off the ship.

Human on the loop: operator/supervisory — decisions and action are
performed autonomously with human supervision. High impact
decisions are implemented in a way to give human operators the
opportunity to intercede and over-ride them.

Fully autonomous — unsupervised or rarely supervised operation
where decisions are made and actioned by the system, i.e. impact is
at the total ship level.

Fully autonomous — unsupervised operation where decisions are
made and actioned by the system, i.e. impact is at the total ship
level.

AL-1

AL-2

AL-3

AL-4

AL-5

AL-6

Den Boogaard et al., 2016) due to the uncertainty concerning their safety
and security performance, at least in the initial phases of such vessels'
implementation. Such a concept means that the system must be capable
of operating in multiple autonomy modes ranging from AL-0 to AL-5 and
switching between them without reducing system's overall safety
performance.

In this paper, we focus on the ‘remote control’ mode which corre-
sponds to Autonomy Level 3. Here, an operator located on shore will
have an overall command over a handful of vessels traversing different
seas (Porathe et al., 2014). (S)he will oversee decision making, super-
vision and trouble-shooting, thus simultaneously performing tasks that
today require many crewmembers' expertise. Decision support tools can
be of some help in this. However, as soon as a situation develops in a
particularly difficult direction, an assistance of full bridge team is said to
be available in order to better deal with the problem (Kretschmann et al.,
2015a). Still, such a team will be located in a shore based control centre
some distance away from the vessel, which can potentially create further
issues, just to mention communication link unreliability, flawed situation
awareness and an inability to manually operate equipment (Ahvenjarvi,
2016; Porathe et al., 2014). The level of operator's involvement can be
adjusted as required.

Such an approach will require an extensive redesign of the ships in
order to accommodate numerous sensors or prolonged maintenance-free
periods (Rodseth and Burmeister, 2015b). The fact that a vessel is
controlled remotely will affect virtually all aspects of her operation,
including navigation, power generation, fuel management, cargo condi-
tioning and fire safety. All those are mutually related (Krata et al., 2016;
Krata and Szlapczynska, 2018; Krata and Wawrzynski, 2017) and thus a
systemic approach is required to fully apprehend the effect of imple-
menting a remote control into merchant vessels' operation on maritime
safety.

3. Methods

The majority of risk assessment methods currently in use are based on
the assumption that accidents are caused by particular safety-critical
components not being able to serve their purpose (Salmon et al.,
2012). This belief in reliability theory's significance contributed to safety
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analysts and accident investigators refraining from analysing concealed
causes of accidents (Leveson, 2011). Those may be of non-technical na-
ture and belong to organisational or sociological domains (Willey, 2014).
As such, they have often been neglected for the reason that it is difficult
to quantify human behaviour and reliability of human operator (Mon-
tewka et al., 2017) or supervisor, for instance. Therefore in this Section, a
different method of safety assessment is presented as given in (Leveson,
2011).

3.1. System-theoretic approach

A systemic insight has been proposed so as to address the safety issue
on higher organisational levels including operational practices and
management policies ensuring that hazards are controlled in each point
of the system's structure (Kee et al., 2017; Leveson, 2011; Salmon et al.,
2015). In this approach, referred to as System-Theoretic Accident Model
and Process (STAMP), it is inadequate interactions between a system's
components that lead to accidents. The nature of such interactions shall
ensure that the system as a whole remains within safety limits (Kazaras
et al., 2014). As a consequence of the above, violation of these defined
safety constraints leads to the emergence of a hazard (a system state or set
of conditions that, together with a particular set of worst-case conditions,
will lead to an accident). A system's states that could lead to safety
constraint violation are inspected and ways of mitigating such violation
sought. It is recommended to refrain from calculating probabilities of
system transitioning to an unsafe state (Bjerga et al., 2016) due to a lack
of empirical data, particularly in initial phases of system development.

A STAMP-based approach also takes into consideration one more
aspect that can potentially prove vital when addressing the safety of a
highly innovative system of a remotely-controlled ship. Nowadays, sys-
tems composed of thousands of technologically advanced components
are run by relatively small crews, who are often physically separated
from the system for cost-effectiveness or safety reasons, for instance.
Such crews must have a perfect understanding (a mental model) and
perception of the system's status and related automation. With the shift
from a manual to remote control, people reportedly became less familiar
with the systems under their supervision (Norman, 1989). Another
important factor is that the majority of processes are conducted auto-
matically, leaving humans with merely supervisory functions and
requiring them to step in as soon as the automation cannot control the
system any longer (Leveson, 2011). Utilising remote control may
contribute to a limited perception of the actual state of the controlled
process, boredom, loss of focus, skill degradation and loss of situational
awareness (Porathe et al., 2014; Wahlstrom et al., 2015) in case any
unusual event occurs. It is essential that operator's mental model of the
process reflects its actual condition — such a case was relatively simple to
achieve when operators controlled the machinery from local stations and
could confirm systems' components' condition visually, aurally or even
olfactory. With progressing separation of workers from physical com-
ponents, the potential of mental model's accuracy degradation grew. The
reasons for that could be various, just to mention possible inconsistencies
between system's initial design and actual layout, improper management
of change or inadequate/insufficient training.

Moreover, as a tendency to introduce more automation into systems
progressed, another factor leading to an increased likelihood of unwel-
come events surfaced: a human operator's mental model of the automa-
tion itself. In old-fashioned systems, confirmation of an actuator's
operation was in many cases appearing almost instantly as a system's
condition change could be observed locally. In remote control's case, this
is much more complicated. Here, operators' decisions are enforced by
actuators, and progress is monitored by sensors. This means, in short,
that: firstly, the operator must make proper decision based on informa-
tion fed and their own mental model of the system. Then, such decision
must be ‘translated’ by software into actuators' command and thus
relayed to the latter. Next, relevant actuators must enforce operator's
decision in a proper way. Progress of such action must be monitored by
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sensors, and their readings transmitted to the operator who must check if
they match his initial intentions. Basically, things can go wrong in each of
these steps and proper measures shall be taken to prevent it from
happening.

Herein, in a process of safety-guided design (Leveson, 2011), Safety-II
paradigm can be invoked, focusing on making entire socio-technical
systems capable of succeeding under expected and unexpected condi-
tions alike (Hollnagel, 2014). In order to achieve this, safety is to be
embedded in the design from the very beginning of system's existence, in
which STAMP and related methods can assist (Altabbakh et al., 2014) as
they are said to be more effective safety management tools than previ-
ously applied methods (Kazaras et al., 2014). In relation to unmanned
merchant vessels as an emergent technology, such an approach creates
the opportunity for both performing proactive safety assessment as well
as assessing feasibility of system-theoretic approach in this aspect. The
latter could be accomplished not sooner than some period after
remotely-controlled vessels' implementation.

Therefore, we apply the System-Theoretic Process Analysis (STPA), a
tool rooted in STAMP, with the intention to accumulate information
about how the safety constraints can be violated and how to prevent such
violations. In order to evaluate measures of increasing safety, we apply
mitigation potential analysis as described in Section 2.3.

3.2. STPA

Although the STPA can be used at any stage of the system life cycle
(Leveson, 2011), this study's goal is to apply it to a system which is still at
a concept phase, namely a remotely controlled merchant ship. The aim of
STPA-based safety analysis is to determine how the behavioural safety
constraints, which are derived from system hazards, can be violated and
how to prevent such violations. The ultimate goal is to identify scenarios
leading to identified hazards and thus to losses so they can be either
mitigated or controlled without involving unnecessary costs.

Firstly, an identification of the potential for inadequate control of the
system that could lead to a hazardous state is conducted. Those can result
from inadequate control or enforcement of the safety constraints, which
in turn can occur because:

a) A control action required for safety is not provided or not followed;

b) An unsafe control action is provided;

c) A potentially safe control action is provided at the wrong time or in
the wrong sequence;

d) A control action required for safety is stopped too soon or applied too
long.

Secondly, it is determined on how each potentially hazardous control
action identified in first step could occur. This can consist of examination
of the control loop in order to see what could cause it. Furthermore,
control and mitigation measures can be suggested. For multiple con-
trollers of the same component or safety constraint, identification of
conflicts and potential coordination problems should be carried out. This
step can be augmented by a consideration on how the designed controls
could degrade over time and building in protection against it, including
management of change procedures, performance audits or accident and
incident analysis.

For instance, in the case of remotely-controlled merchant vessels,
ensuring the reliable and precise communication between the ship and
control centre will be one of the most vital functions of the system. Such
interaction between two of the system's components is referred to as a
‘control function’ and can be inadequate in one or more ways as listed
above. These ways are analysed further with respect to potential causes
and consequences of such inadequacy.

It is postulated that most the cost-effective and efficient way of
designing for safety in case of extremely complex systems is to carry out
safety assessment in parallel with engineering the system itself (Leveson,
2011). In this model, design decisions are analysed by safety analysts and
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feedback is given to improve the safety of the system in an iterative
process.

However, it cannot be done here since it remains unclear whether the
generic unmanned ship is in fact to be designed and come into operation
in the foreseeable future. Therefore, this study focuses on an as accurate
as possible assessment of ship's safety features basing on available in-
formation in hope to provide future system designers with reliable
evaluation and suggestions pertaining to how the system should in fact be
designed. In order to perform such analysis, the STPA was supported by a
mitigation potential analysis.

3.3. Mitigation potential analysis

For the reason of the unavailability of data required for traditional
safety assessment, a hazard mitigation potential has been chosen as a
surrogate for a likelihood, an element of traditionally-understood risk
(Dulac and Leveson, 2009). Reasons for its use include:

o The potential for eliminating or controlling the hazard in the design
or operations has a direct and important impact on the likelihood of
the hazard occurrence;

e Mitigatibility of the hazard can be determined before the system's
architecture or design is selected.

Mitigation potential scale is used as listed below and presented in
Fig. 1.

. Reduction of damage if an accident does occur;

. Reduction of the likelihood that the hazard results in an accident;
. Reduction of the likelihood that the hazard will occur;

. Complete elimination of the hazard from design.

A design process will involve safety-driven optimization of a system
aiming in the reduction of an accident's likelihood. Thereby, it can be
understood as searching for and implementing hazard control measures

4 HAZARD ELIMINATION
Substitution
Simplification
Decoupling
Elimination of specific human errors
Reduction of hazardous materials or conditions

3 HAZARD REDUCTION

Design for controllability

Barriers
Lockouts
Lockins
Interlocks

Failure minimization
Safety factors and safety margins
Redundancy

2 HAZARD CONTROL
Reducing exposure
Isolation and containment
Protection systems and fail-safe design

1 DAMAGE REDUCTION
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having higher mitigation potential assigned. Those with the greatest
mitigation potential are viewed as being more efficient and cost-effective
when it comes to accident prevention and, in a worst-case scenario,
damage reduction.

Safety control structure is studied and ways of mitigating control
functions' inadequacy are sought and assigned the mitigation potential
value. For example, elimination of a necessity for communication link's
existence could be assigned a higher value of mitigation potential than
implementing algorithms to ensure a correctness of data transferred.

In our study, we assigned the mitigation potential to each of the
potentially inadequate control functions' occurrence mitigating measures
rather than to the hazards themselves. As a result, we quantified the
potential of unsafe control function leading to the hazard instead of
hazard leading to an accident. This was done because of a low detail level
of our model.

3.4. Creating a safety control structure

In order to perform the STPA and mitigation potential analysis, a
safety control structure was first developed as given in Fig. 2. This was
achieved by reviewing the available literature pertaining to remotely-
controlled vessels, see for instance (AAWA, 2016; Ahvenjarvi, 2016;
Burmeister et al., 2014b; Kretschmann et al., 2015a; Man et al., 2015,
2014; Porathe, 2016; Rgdseth and Brage, 2014; Rgdseth and Burmeister,
2015a; Rgdseth and Lee, 2015; Wréobel et al, 2016) and
brainstorm-based workshop. The latter involved experts engaged in the
design of an unmanned river-crossing ferry, whose knowledge was eli-
cited. Similarly, a list of hazards and safety constraints was created in
order to systematize knowledge regarding the safety of a
remotely-controlled generic merchant vessel.

By ‘generic’, we mean a ship that is designed and operated for
transporting cargo between ports. To be more specific, such an un-
manned vessel is expected to traverse oceans in an autonomous mode
(AL-5), and enter ports as done nowadays, which is with full complement
of crew on board (AL-0 or AL-1) (Burmeister et al., 2014a). We focused

Fig. 1. Effectiveness of hazard mitigation approaches,
based on (Leveson, 2011).

Increasing effectiveness
Decreasing cost
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Fig. 2. System's safety control structure.

on what is in between: the navigation in high traffic density areas or
otherwise demanding or non-standard conditions. Such conditions shall
be defined in order to provide the system with a procedure of safe and
smooth transition from AL-5 (autonomy) to AL-3 (remote control), a call
for operator's assistance in other words. Nevertheless, such ‘generic’ ship
is defined as not having any special requirements pertaining to cargo
stowage. Bulk carriers, general cargo or container vessels can serve as a
good example. Although they can be technologically advanced, their
cargo conditioning equipment and technology as well as safety features
are far simpler than those of tankers or passenger vessels for instance.

After the safety control structure as well as hazards' and constraints'
list had been created, we performed the STPA. Each of the control
functions was investigated in order to identify potential consequences
and causes of it being inadequate. Then, we sought mitigation measures
that might reduce the potential of such inadequacy. Such measures were
assigned the mitigation potential.

Results of the above are presented in Section 3 as well as in
Appendices.

4. Results

This Section presents the list of hazards and safety constraints as well
as high-level safety control structure and its description.

4.1. Safety control structure

The remotely-controlled vessel's system-level decisions are made by
an operator on shore. Data fed by various sensors is used to provide the
operator with an artificial situation awareness. The sensors can be either
environmental or internal. While the former will pertain to the naviga-
tional situation around the vessel and will include global navigation
satellite systems (GNSS) receivers, radars, cameras, echosounders etc.

(Burmeister et al., 2014b; Kretschmann et al., 2015a), the latter will
monitor the vessel's interior, just to mention its stability condition or
machinery status (Krata and Wawrzynski, 2017; Wawrzynski and Krata,
2016a, 2016b). The issue of disagreement between particular sensors'
indications could be resolved by data fusion algorithms (Filipowicz and
Neumann, 2008), which would require at least some of the sensors to be
doubled or tripled. The data should be as accurate as possible to allow an
operator to make proper decisions in ample time and keep all the pa-
rameters within the limits. Such decisions will be executed by actuators
to control ship's movements as well as other processes. Ballast water
management, cargo conditioning and fire safety monitoring can be listed
here, but virtually all parameters of the vessel's performance should be
controllable to a certain degree. Such a degree will depend on the vessel's
technical condition, her mission status or the complexity of navigation
situation.

Ensuring proper functioning of those auxiliary systems will be
required to provide the vessel's main function: carriage of commodities
between ports, to which the propulsion is vital. Here, the use of
azimuthal thrusters or similar devices can be nominated as candidates for
providing the vessel with propulsion as these appliances can both create
thrust and direct it in a desired way. Another advantage of using them
instead of traditional shaft propeller and rudder is the potential for
providing the redundancy when two or more devices are installed.
Nevertheless, since this issue is yet to be resolved by actual designers of
the vessel, in our analysis we keep using expressions of ‘engine’ or
‘rudder’ to describe the propulsion and steering subsystem in general. No
matter the actual design, these appliances will be used to control what is
here referred to as ‘Navigation’, meaning vessel's course and speed.

Some shipboard processes shall be controlled automatically by the
on-board control subsystem, but an overriding authority should be with
the operator. One of the reasons behind such arrangement is that a fail-
safe mechanism shall be provided in case the operator's decisions
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cannot be relayed to the vessel and she shall proceed on her own for some
time (Hogg and Ghosh, 2016).

An operator's primary objective will be to ensure that the vessel is
following the pre-planned route in a safe and efficient manner. It shall be
at the operator's discretion to amend the passage plan if required for the
purpose of collision avoidance or any other. Similarly, in order to achieve
it, the operator shall be in possession of up-to-date model of the envi-
ronment (charts, nautical publications); mental model of the ship and all
of its controllers are also of a great importance. Additional data, for
example regarding expected traffic or weather conditions could be ob-
tained from external sources in order to extend the operator's perception
of the situation around the vessel under control. At least in the initial
phases of system implementation, the experience of seafarers in handling
demanding situations will need to be exploited together with their ability
of maintaining situation awareness (Ahvenjarvi, 2016; Bertram, 2002).
Seafarers, particularly Master Mariners or Chief Engineers, with addi-
tional training in remote control appear to be suitable candidates for the
position of shore-based operators (Hogg and Ghosh, 2016).

The operator's role will therefore be similar to that of today's vessels
crews, except for the fact that (s)he will need to achieve it from some
distance by use of remote controllers. In order for these to act properly, a
secure and reliable communication link needs to be provided and some
fail-safe mechanism developed for the occasion that communication is
not available for some reason. The only feasible ways of transmitting the
necessary data worldwide today is satellite communication. However, at
certain areas, other protocols can be used, for example VHF radio-
communication or mobile wireless telecommunication (Hoyhtya et al.,
2017). Furthermore, should neither of these be available, high-frequency
(HF) communication can be nominated as a backup since it can provide a
global coverage. No matter which of communication technologies is
used, its reliability will be vital to provide integrity of the system. This
includes protections against cyberterrorism (Rgdseth and Lee, 2015).

Further components of the system include various actors that can
have an influence on remotely-controlled vessels' safety performance on
higher hierarchy levels. These include: the International Maritime
Organisation and flag state administrations, classification societies and
companies managing the ships and control centres. Such actors will issue
certain procedures, guidelines and regulations governing the ways in
which not only the ships themselves but also the entire systems shall be
designed, constructed and operated. Vessels' management companies
shall be responsible for coordinating operators' actions by issuing oper-
ational procedures, organising training and management of on-board
subsystems' maintenance.

The low-detail structure of the anticipated system focusing on safety
control structure is depicted in Fig. 2.

The ‘system’ of a remotely-controlled ship can therefore be defined
as: ‘all technical, organisational and human-based arrangements purposely
designed or utilized in order to perform a safe navigation of a sea-going vessel
controlled remotely’.

The defined system will consist of each component that has been
either designed or can be intentionally used as its part. That would
include not only the ship itself, but also the shore-based control centre,
software, hardware and liveware involved, operational procedures and
legislation. In other words, everything on which the system's designers
can have a certain degree of control.

The natural environment and ships other than unmanned will to a
large extent remain outside of the system, thus will be generally referred
to as the ‘environment’. This will, unfortunately, also include threats to
security such as cyberterrorism. Those, in general, remain out of this
analysis' scope even though illegal activities can affect virtually each of
the system's components.

The relationships between the components of this defined system as
well as the system and the environment are referred to as control func-
tions. Ensuring their proper functioning prevents safety constraints' vi-
olations (safety controls). In order to determine ways in which control
functions can potentially be dangerous and quantify a potential of
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preventing them from becoming such, we performed STPA followed by
mitigation potential analysis.

As can be seen in Fig. 2, the elaborated structure consists of a rather
limited number of components and relationships between them. This is
due to the fact that the present (fall 2017) stage of technology develop-
ment does not allow for more detailed analysis. Nevertheless, most if not
all of the control functions could be broken into higher level of details
where more components are included. However, without knowing the
exact design of a remotely-controlled vessel's system, such an approach
cannot be supported. The depicted safety control structure is the
reasonable compromise between speculation on future systems' layout
and views presented in available literature. Some consequences of this
approach are given in Section 4.2.

4.2. Hagzards' and constraints' list

Based on the developed system's safety control structure we compiled
a list of hazards and related safety constraints, as given in Table 2. As can
be seen, the occurrence of certain hazards may propagate into the
emergence of others. Therefore, mitigation measures capable of pro-
tecting against multiple hazards simultaneously can be characterized by
greatest effectiveness.

4.2.1. Interactions' analysis

Upon elaborating the safety control structure and hazards' list, we
then proceeded to analyse each of the control functions in accordance
with STPA principles. This was done with regard to their:

e position within the system;

potential hazards resulting from it being inadequate;

e consequences of such inadequacy in each of four potential cases (not
provided, unsafe provided, incorrect timing, incorrect duration);
potential causes of inadequacy;

o feasible mitigation measures and their potential;

potential protections against degradation in time.

The above factors were elaborated and compiled in a form of tables,
an example of which is presented in Table 3. The full catalogue of control
functions is given in Appendices.

The analysis of this function proceeded as follows. Its position within
the system was first reviewed to determine control loops affecting it and
being affected, see Fig. 2. Thence, hazards resulting from its potential
inadequacy were identified. Since shore-ship communication is one of
the most essential to remotely-controlled vessel's safety, failure to pro-
vide it can directly lead to the emergence of any of hazards as listed in
Table 2 as virtually all on-board activities are controlled through it. Po-
tential causes as well as consequences of the communication link's failure
were then refined with respect to the four types of inadequacy as given in
Section 2.2. Ways of ensuring that the communication link remains safe,
reliable and efficient were then sought together with measures of
degradation control.

By refining potential causes of inadequacy and recommendations on
mitigation measures, we aimed at providing future system designers and
operators with suggestions on how certain issues can be resolved in order
to embed safety in the design of remotely-controlled merchant vessels'
system. The obtained results are discussed within Section 4.

5. Discussion

Results of the analysis performed are discussed within Section 4.1,
while uncertainties are addressed in Section 4.2.

5.1. Discussion of study's results

In total, forty-six control functions have been analysed, affecting
twenty-four high-level components of the system. A catalogue of the
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Table 2

List of high-level system hazards and safety constraints. Partly based on (Allianz, 2015;
Kretschmann et al., 2015b). Repetitive hazards have been crossed out and omitted in
further steps.

# Description of hazard/constraint
1 Vessel’s physical interaction with manned structures results in death or
injury
1.1 Vessel collides with another ship
Vessel shall not violate minimum CPA with another ships
1.2 Vessel runs into element of infrastructure (i.e. bridge)
Ship shall not enter No Go Area
1.3 Vessel damages other man-made objects (i.e. fishing gear)
Ship shall maintain safe distance from any objects
1.4 Vessel is incapable of properly containing dangerous chemicals or
energy
Vessel shall not release any dangerous substance or excessive energy to the
environment
la Vessel’s inability to provide assistance to humans in distress
la.l  System does not detect a distress situation
System shall be capable of detecting distress situations
la.2  System deliberately ignores distress situation
Ship shall provide assistance to any person in distress
la.3  System is forced to abandon rescue operation or its attempt
Ship shall be capable of providing assistance to any person in distress in any
conditions
2 Vessel’s inability to reach port of destination in expected time
2.1 Vessel runs aground
Ship shall not enter No Go Area
2.2 Vessel suffers from propulsion/steering failure
Control over engine and rudder must be provided at all times when at sea
2.3 Vessel is denied passage due to security concerns
System’s security and cybersecurity shall be maintained at all times
2.4 Vessel encounters severe weather conditions limiting her navigational
capabilities
Efficient weather routing shall be employed
2.5 Vessel suffers from loss of stability
Ship shall maintain stability at all times
2.6 Vessel suffers from flooding

Ship’s hull condition, incl. shear forces and bending moments, shall be observed
3 Vessel’s inability to deliver cargo in unchanged condition or in a
condition that falls within industry standard

3.1 Vessel loses her cargo at sea
All necessary resources shall be dedicated to ensure proper stowage of cargo on
board

3.2 Vessel is unable to maintain proper cargo stowage conditions
Cargo stowage condition shall be monitored and controlled at all times

4 Vessel’s exposure to major damage or breakdown

4.1

4.2 Vessel-collides-with thership, runs-into-el £inf "
d 3 +h d Lj t.

4.3 Vessel suffers from fire or explosion
Ship must maintain fire safety precautions at all times

4.4 Vessel suffers from loss of structural integrity
Ship’s hull condition, incl. shear forces and bending moments, shall be observed

4.5 Vessel suffers from loss of power supply
Power supply must be provided at all times

5 Vessel’s inability to prevent environmental pollution

5.1 Vessel is unable to maintain integrity of tanks containing oils or oily
mixtures
Oil tanks’ levels shall be monitored and controlled at all times

5.2 Vessel is unable to maintain proper fuel combustion parameters
Engines’ working parameters shall be monitored and controlled at all times

5.3 Vessel-is-incapable-of propetly ining dang hemical
energy

6 Vessel’s interaction with third-party assets causes reduction of their
value or operational abilities

6.1 Vessel-collides-with her-ship;runs-inte-el of infrastruecture-of
é other-man-made-objeet:

6.2 Vessel contributes to delay of other ships’ traffic
Vessel’s route shall be optimized so as to avoid any negative interactions

6.3 Vessel violates international or coastal state’s regulations
Coastal state’s and international regulations shall be observed at all times

6.4 System’s communication subsystem unintentionally interferes with

other assets
Ship shall not negatively impact others’ operational capabilities
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control functions and results of their analysis are given in Appendices,
where each of the functions is addressed separately, however in full
accordance with its position within the entire structure (numbers refer to
those depicted in Fig. 2).

5.1.1. Control functions' inadequacy

Most of the controls could be inadequate in multiple ways as given in
Section 2.2. As a result, it can be deduced that not only shall they be
provided, but also every effort should be taken in order to ensure that
they are provided correctly, in proper time and in a proper sequence in
relation to other. This can be achieved by implementing suitable algo-
rithms or procedures, disabling certain functions of the system unless
certain conditions are met. On the other hand, it might prove beneficial
to allow operators to override such restrictions in order to utilise their
experience in unexpected conditions, for instance.

5.1.2. Hazards emerging

Many of the control functions' potential inadequacies may result in
the emergence of virtually any of the hazards (#1-6b,9-12,35-40 for
instance). This may be attributed to three factors:

e relatively low detail level of the analysis, where only very general
statements could be made in relation to the system's structure and
thus it was recommended to consider somewhat worse consequences
of particular control function's failure,

fact that most of the control functions whose inadequacy would result
in emergence of ‘any hazard’ refer to high level of system's hierarchy,
such as management or legal aspects,

complexity of the system and nature of mutual interactions between
its components may lead to multidirectional failure propagation due
to operators' and managers' inability to counteract it (Wrdbel et al.,
2016).

The above indicate a need for further research in the domain of un-
manned shipping, to which however more empirical data may be
required.

5.1.3. Causal categories

Each potential cause as given in Appendices tables can be assigned to
one of three causal categories: human (resulting from human error),
operational (unsuitable procedures, algorithms, legal acts) or technical
(hardware malfunctions). Results of such categorization and breakdown
of inadequacy causes against control function's position within the sys-
tem are depicted in Fig. 3.

Initially, we expected to blame the environmental conditions for at
least some of inadequacies, but none of potential causes could be
assigned to such a category. This can be attributed to the fact that, with
the system theory applied, the environmental conditions by themselves
do not create a hazard. Instead, it is the system's inability to measure or
counteract them that do.

The most prominent results reveal that the majority of safety
constraint violations within the vessel can potentially be attributed to
technical issues (see control functions #19 through 25 in Appendices)
which emphasizes the importance of ensuring sufficient reliability of
vessel's technical equipment. Furthermore, a relatively high number of
potential causes for control functions' inadequacy pertains to the inter-
action between shore-based facilities and legal or organisational envi-
ronment (#1-8). However, mistakes made at levels of hierarchy so far
removed from daily routine, for instance international conventions'
legislation process, can in many cases be corrected by a good seamanship
(Knudsen, 2009). Similarly, a low number of potential causes can be
attributed to human factor while the very concept of a
remotely-controlled vessel implies that humans' actions will have a great



K. Wrébel et al. Ocean Engineering 152 (2018) 334-345

Table 3
Example of control function analysis.

Control function 17 Communication L_54 OC”;ﬁ’t'}ir.d
number: Ss=em subsystem

Control function name:
Textual description:

Decisions’ relay
Decisions made by operator are relayed to the vessel via communication link

incorrectly

Rationale: Operator’s decisions must be transmitted to the actuators on board via communication link
Hazards All hazards
resulting:
Potential for Control function is
. Control function is not Unsafe control function Control function is . %
inadequacy: 3 3 . . i . provided for too short or
provided is provided provided in wrong time
too long
Operator’s decisions are Operator’s decisions are Operator’s decisions are Incomplete data set is
not relayed to the vessel relayed to the vessel relayed to the vessel with relayed to the vessel,
Consequences:

delay some decisions may be

missing

Potential causes: Data is transmitted to a

wrong vessel inadequate
Satellite is offline
Vessel’s antennae set
malfunction

Vessel navigates outside
satellite communication

system coverage

Control function #15

Dataset is distorted

Control function #15
inadequate
Communication link
malfunction

Data buffers at any stage
of transmission are
overflown

Subsystems’ clocks are not
coordinated

communication link

control degradation

Feasible mitigation | Fail-to-safe 1 | Data validation 2 | System time 3 | Transfer repetition 2
measures and | mechanism algorithms transmission algorithms
potential Implementation of 4 Data transmission 2

AL-5 management

Redundancy of 3 procedures/algorithms

antennas

Use of multiple 3

satellite link

providers

Redundancy of ways 3

of communication

Vessel identification 2

within dataset
Protection against | Performance tests of Performance tests of

communication link

impact on the system's safety (#10c-12,35-38) (Man et al., 2015, 2014;
Porathe et al., 2014; Stokey et al., 1999). However, methods of evalu-
ating the significance of particular control functions' inadequacy for the
safety of systems in question are lacking and should be elaborated by
academia to help distinguish which parts of the system are the most
vulnerable.

5.1.4. Mitigation potential

By reviewing the results of mitigation potential analysis, one may
notice an overrepresentation of mitigation measures aiming in ‘Reduction
of the likelihood that the hazard will occur’ or ‘Reduction of the likelihood that
the hazard results in an accident’ (see Fig. 4). Other values were relatively
rarely used as they consisted of complete hazard elimination or reduction
of damage should the hazard/accident occur. This can be attributed to
the fact that little can be done to completely eliminate the likelihood of
certain hazards at this stage of technology's development as well as the
level of detail in which the system is analysed. This is particularly
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apparent when discussing the mitigation potential of various procedures
- they themselves were to large extent assigned value ‘3’: ‘Reduction of the
likelihood that the hazard will occur’ (#1,4,10¢,33 and 35), but it must be
kept in mind that the procedures' existence does not mitigate the hazard
by itself. It is humans writing or following them that do so.

5.1.5. Remote control issues

As mentioned before, should the hazard occur on board and lead to an
accident, the operator located some hundreds miles away may find
himself in a position in which (s)he has very little or no means of
affecting the way in which such a situation develops. Causes for that can
be sought in a trait of remote control itself, where operators are unable to
make the necessary manual adjustments. As argued in (Wrébel et al.,
2017), this can have massive consequences for unmanned vessels, where
at some point failures can propagate rapidly (Wrdbel et al., 2016). Such
propagation could be interrupted onboard manned vessels operated
nowadays, in which case a crew would step in and fight the emergency.
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Therefore, it might prove best to focus on reducing the likelihood of
control becoming inadequate.

As can be seen in the mitigation potential analysis, some of the worst
results pertain to ensuring both way communication between the shore-
based control centre and the vessel (#15 through 18). If such a link is
broken, information cannot be transmitted from vessel to operator and,
in turn, his/her decisions cannot be relayed to the vessel, which becomes
uncontrollable.

The issue of the operator's actual influence on the vessel's perfor-
mance and potential consequences of inability to provide secure and
efficient communication between them raises yet another concern. It will
be necessary to compose a contingency plan aiming in failing to safe in
case the communication link ceases operation. Automatic shutdown of
propulsion and commencement of drifting might seem to be a tempting
idea, but a possibility that such failure will occur in a frequented waters
or where the currents are strong must not be neglected. If so, it might be
better to embed a fail-safe mechanism consisting of autonomous steering
into safer waters (control functions #17 & 18). In that case, the necessity
of having efficient autonomous control algorithms as a backup makes
remote control impractical. Perhaps the fact that the communication link
between operator and the vessel is so vital and vulnerable will actually
make AL-5 safer than AL-3, contrary to logic or at least intuition. They
both argue that a human operator should be a backup for machine, not
the other way around. Hence, AL-3 and AL-5 can both be considered as a
backup for the other. Which of these will prove easier to implement and
operate, will depend on actual operational circumstances and their
design and are likely to be the subject of more detailed study once more
data is available.
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Fig. 3. Breakdown of potential causes of control
functions' inadequacy.

G Organisational
environment

B Within shore facilities

B Communication-related

B Within vessel

B Interaction with
environment

Fig. 4. Breakdown of mitigation potential assigned to miti-
gation measures.

& 1: Reduction of damage if an accident

2: Reduction of the likelihood that the
hazard results in an accident

B 3: Reduction of the likelihood that the

O4: Complete elimination of the hazard

Nevertheless, an ultimate contingency planning on regaining control
over a dead ship shall be elaborated, which might require dispatching a
salvors' team to embark the vessel no matter its position, even in the
middle of the ocean, before she sinks or becomes impossible to trace.
Calculation of potential costs of such operation might successfully divert
shipping company decision makers' attention to resilience engineering.

5.1.6. Hazards' mitigation

Mitigation of many hazards can be achieved by introducing the
redundancy to some safety-critical subsystems or devices (#16-20 and
25). Although such an approach is said to be non-optimal (Leveson,
2011), it proved successful when ensuring the safety of complex systems,
although sometimes at the expense of cost-effectiveness and higher initial
investments. Since the redundancy is often named as the
first-choice-solution, it is also mentioned as a measure of ensuring
numerous control functions' adequacy. Despite any other effort taken to
ensure the adequacy of control function, it may prove useful as a final line
of defence against thrusters' failure, for instance.

Apart from the design of the vessel, its control algorithms and other
technical issues, operational procedures and training shall also be in
focus. Insufficient training of operators or incorrect information within a
manual can lead to many of the listed control functions becoming inad-
equate (#10a,10c,13,25 for instance). On the other hand, if the pro-
cedures are easy to understand and properly encompass the situation,
they might work as a good measure of mitigation. The same can be
attributed to the training: a well-trained and experienced operator having
adequate control over the vessel can find the best solution to the situation
encountered. His/her attitude can prevent both omission and
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commission errors from happening.

5.1.7. Protection against controls degradation

As for the protection against control degradation, the proper attitude
of decision makers and operators (#5a,9,12,13,32), procedures on the
maintenance of equipment (#25) and accident/incident investigations
(#3,6a,10a,12,31) can be listed as feasible. Most of them are also
included as a primary means of mitigating the control functions' in-
adequacy. To this point, we can argue that skill degradation and over-
reliance on the automation can cause a system's overall degradation and
shall be fought against with full commitment of all personnel involved in
any level of system's hierarchy (Foreman et al., 2015).

5.2. Uncertainties

Although system-theoretic methods are believed to provide more
insightful models of analysed systems' behaviour or accidents than pre-
viously used ones, they are not free from uncertainties. In the remotely
operated merchant vessel's case, these will mainly originate from the
assumption that the analysed model of the system is a sound represen-
tation of a real one (which is still in a concept phase and is liable to
change). Therefore, they will propagate from system's safety control
structure formulation into further steps of the analysis.

There are two major approaches to dealing with the uncertainties:
reduction by improved modelling and better information (Bjerga et al.,
2016). Normally in STPA, the uncertainties are reduced by a better
modelling of the system, which is impossible since this study is merely
one of first steps in the iterative process of a safety-driven design. The
only remaining approach to uncertainties' treatment is therefore their
better communication. Since the very aim of safety assessment is to
inform decision-makers and managers on potential hazards related to
certain operations (Flage and Aven, 2009), such as unmanned naviga-
tion, it is also essential to consider the possibility of error (Goerlandt and
Reniers, 2016) and make the future users of the study aware of potential
drawbacks of the analysis. Having data on the strength of analysts'
statements, the final users could make better-informed decisions (Bjerga
et al., 2016).

Therefore, a method of classifying uncertainties as suggested in (Flage
and Aven, 2009) can be applied. It is argued that the uncertainty can be
minor, moderate or significant. Particular values are assigned by the
analysts based on guidelines as given in Table 4.

When conducting hazard analysis, particularly of a system to be built
in future, it is also essential to address the so-called black swans: sce-
narios that for some reason have not been analysed. These are divided
into three groups:

a) Unknown unknowns: events that were completely unknown to the
scientific environment;

b) Unknown knowns: events that were not on the list of known events
from the perspective of those who carried out a safety analysis, but
were better acknowledged by others (Aven, 2015);

¢) Known unknowns: events, existence of which was expected by ana-
lysts, but no further data pertaining to them could be elaborated
(Flage and Aven, 2015).

With respect to the above taxonomy, potential causes of uncertainty
pertaining to the study are listed in Table 5 together with significance
category.

As can be seen in Table 5, larger uncertainties pertain to earlier
phases of model creation and hazard analysis. As the assessment pro-
ceeds, consecutive stages can be assigned a lesser likelihood of black
swans' existence. Such a situation generates the phenomenon that at
some stage, little more can be said about the system, unless certain issues
are resolved on earlier stages. In the remotely-controlled vessel's case,
this will require carrying out an actual design of the system and then the
iterative process of (1) assessing its safety, (2) creating recommendations
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Table 4
Uncertainty categories, based on (Flage and Aven, 2009).

Category Description

Significant ~ One or more of the following is met:

The phenomena involved are not well understood, models are non-existent or
knowny/believed to give poor predictions;

The assumptions made represent strong simplifications;

Data are not available, or are unreliable;

There is lack of agreement/consensus among experts.

All of the following conditions are met:

The phenomena involved are well understood, the models used are known to
give predictions with the required accuracy;

The assumptions made are seen as very reasonable;

Much reliable data are available;

There is broad agreement among experts.

Conditions between those characterising significant and minor
uncertainty, for instance:

The phenomena involved are well understood, but the models used are
considered simple/crude;

Some reliable data are available.

Minor

Moderate

Table 5
Black swans present in remotely operated vessel's STPA.

Black swan Items Category

Moderate
Moderate

Unknown Incomplete list of hazards

Incomplete list of potential causes of function's
inadequacy

Improper model of safety control structure
Incomplete list of control functions
Incomplete list of mitigation measures
Improper mitigation potential values assigned
Unknown effectiveness of mitigation measures
Incomplete list of degradation protection
measures

unknowns
Unknown knowns Significant
Moderate
Moderate
Moderate
Moderate
Moderate

Known unknowns

for design improvement, (3) implementing them if feasible, (4) assessing
the safety of upgraded model, and so on, as mentioned in Section 2.2.

Another dimension of uncertainty can be observed within some of the
items as listed in Table 5. To this point, it cannot be elaborated which of
the control functions has the greatest impact on the system's overall
safety performance. The likelihood and consequences of each of the
control functions becoming inadequate can be different and depends on
various factors, just to name their position within the system or human
element's impact on it. Similarly, mitigation measures actual rather than
potential effectiveness should be analysed. Even having the same miti-
gation potential assigned, some can still be more feasible than others. In
order to address these issues, more empirical data is required or a new
method of compiling the existing one.

Summing up, we are in the position that at the current level of
remotely-controlled merchant vessel technology's development and vol-
ume of publicly available information pertaining to its future shape, the
performed qualitative analysis cannot be further enhanced at this point.
For instance, as remotely-controlled vessels' performance will depend on
its software's integrity, this must be first developed to proceed with the
safety assessment any further. The fact that control algorithms will be
contained in virtually any of system's components as depicted in Fig. 2.
gives decent impression of how much work needs to be done.

Since STAMP and STPA are per se reported to be efficient tools for
hazard identification and assessment (Altabbakh et al., 2014; Bjerga
et al., 2016; Leveson, 2011), vast majority of the uncertainties will result
from data unavailability (due to technology being innovative). This
novelty also does not permit uncertainties' to be reduced through better
modelling of the system in question, thus only can they be evaluated and
communicated. Nevertheless, such communication can indicate areas in
which the further research shall be conducted in order to collect more
data and reduce the uncertainties themselves. It also helps assess the
validity of the study.
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6. Conclusions

The preliminary safety control structure and hazards' list has been
created for the system whose purpose will be to ensure remotely-
controlled merchant vessel's navigation and cargo transportation
without negatively affecting the overall level of maritime safety. The
structure has then been analysed in accordance with System-Theoretic
Process Analysis framework. Scenarios in which particular control
functions can become ineffective or inadequate have been identified.
Furthermore, potential mitigation measures have been examined and
evaluated with some recommendations given. The purpose of the
research was to provide further designers of similar systems with these
recommendations. By achieving that, we fulfilled the very aim of our
study.

Results indicate that the implementation of remotely-controlled
merchant vessels and, in a wider sense, unmanned ships, and ensuring
their safety shall consist of executing various controls on regulatory,
organisational and technical plains. They must all be in place and their
effectiveness must be secured. Furthermore, the potential degradation of
this fragile structure over time must be constantly counteracted, in which
training and proper attitude of the decision-makers can be vital.

Uncertainties discussed pertain mainly to insufficient data on how the
vessels in question will in fact be operated. Providing such information
can propel further, more detailed safety assessments, and vice versa. The
hereby paper is just one of the first steps in this long, iterative process.
The development of technology shall be an unending process, and the
same should apply to the safety assessment.

In addition to that, the safety of merchant vessels having potential of
being operated in an autonomous mode shall be investigated. Further
attention shall be directed at minimalizing uncertainties.
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